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{0002 1 We disclose a system whereby software piracy can be deterred while copying 
and purchasing can be encouraged. User to user copying plays an important positive role 
in the present system, and in the shareware industry, and as "piracy" it plays an important 
t ~ 5, o 1 1 ok if o'ii- n ; r vvare- and internet-bast d rskkketr _ -chemes The present 
-vc-\ic 1 0i e id ol v h< '<_o} sotk\a _ cn }>,ru arc pu:chasing can be tracked, 
sutied j t» 1 ift t G i rx:t i >N v, ,cicd> ^ef*^ t. 5 f trges >;an become adapted ?o 

* [nlrorfa etion 

distributed wo i ^ c ,hi k iiL.'Hr'e o»t lo i e'si. o> >pul} v>, Axs 
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Uvsv, teou^rk n .rt p;eb epiatse heel> copy nit softua*\ typically givo> tasL-r.iers kUie 
paeenl ^e fyt p'dyix trt. and itpo-^tioas pi; ac\ as Ok park of'eab* rcrifidncc 

We dolose here a nerbod ioi pnaev pTe\e:if:oii and purchase 
er.e-~e.rageha.nt widK-cr. :o-'s oi cop>aKihty Ihe sysu*;r gives vendoi? lourid tnv-cloe\ 
ard roimd-u- -<debe vend ag <ird faitUner -^ruees. a? weil as secondary and tort^-v. 
sale? "Voni coricd sorln are \nd die system gi\ cs uscis convenient access a> digital 
■v. v. acts which faght otherwise be >.-ss readav .na'iabtc, lets thcTx tr> bevtc buwng. 
provdas ireer-nves lor piaebassrg. end awards ;he:n v\hh mcieaxc d boncu;" triH.:les 
after they decide to buy, 

jOUUSi As .1 scloscd. the basic idea is to "lock"' selected featmes of a digii d 

arodia't sach that die pa^swoid f eqtkied io dcoe.^ diosi. feature is i:ri»soe to a particular 
product are t.;s^a\t, apt 3 sao t password ca\ bo lUo'cvitK a: id eomeme-Mih 

oateha^'d aul ac-]ujec !■> tc.ephoiu, rrna;., ipodtm, e;c Users can Ikax evaluate locked 
pr<idt:cU 'n Uien sud .octets "Jurv nade" ar.d anloc k iberti in ruiuates. \ er.ooi-5 ear. 
encourage customer:: to p< ss Cv-pies on to .■flier poiearud eusVnhas, hec^ase *,kcn. ibe 
coijtoa tiianees. Softl ocsxd product? autonuticad\ iu.t;tt t< demo aiude 
{0M06I Uh^'~* **sirg ?:r.s sy^eaa. niteleebial piopons iamsois 1 can allow fkca 
Products to he frce'y :ed^l~iK:ted \sitbout losing ^untto! c^er th a r coi Jstsopi" of a^.\ jnd 
wahoat f-'fetioii-j ;no abdh\ to demand art! rev- -\e fa:r roprpen^aDoa 

I^H'^ The importance of reproduction. 

10007 1 |?5U:j , ! > | The tv a,i ! ^ , ^dn^iouk 'oi o Ifv> u< o ^ f h d e 
miorntation niarketpi.c- s Viwd irde^s ood ui part ttt t jse -.'ti^id t^st ci^ Yet 
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it b ot My .tt.'st .wOxtrrc ttieiH \ a \i* ^ - ^rco^ ooHv^u 

T ^p iihwvi '\^dOiH- ^vs \ \ t,nfna IT AV'\ v -H!!Oi ^. ^iC f li ( 3 ,1 

0 ! a >\% v ~!ci !h TvV^AOi.ii' Jih^s j^kn^ v. ^ais'tvi* s< >\ arc 
*«.pu>du» or ( ^ -Cv , cc^uso e^r , ^eeisb i ion. col^ .Lv ai/ 
c^v.t\jrv sv, 4 - 5 3e rc'c oi <-l j. eu.ta /i'-peifo* \ eie j^-J^v ^cu v?»enVi : be \ „ 
iort- t. of,r z,eJ t t j t ( i> a v r a <-> >- x ' c 1 o.ulnin - f .v.p,oJu> iblc >a;tt,i'i -o.n, n sat or 
{^'anoiiilv .<n «-wn ^ "n^roes". 'Valtu- yens", >tc.} :s die \cn -..sse.ict. oi'erdt'xe and 

^ tihiir-ii tvoliirior Tie : nrt ruU is a rece U and arg,uK\. re\o: jbonary new arxna n wl'tci 
Mieh pr 5 x\"6Soi ocoir ut:h us prsxjdeturd ?pei e\ methods fur ;n\cstigaur!& aid exp ! auirig 
this new mif mi^:on ecoiosv aie therefore morels r.e<.dcd 

1 000S I uVHui <oJ.v/aie niaikefmsi. and die stvdy of the jnloiniatioi) econojuy would 
u.jo be tye.tth eiskaueec hy a ,>wen, v-hich tikckt-d ftov\ o'* copies fro;n person to 
pjiwi ^rsd Qom c^mpuiti to cotnp. tei Ihe abtht\ to \ru:V 'V.irims of eopyir.g" 

'nd the Jives>lj Jf.tion of inspected pnaes, the s'udy of data :im\ fhronip nnreg,clx.ad 
and- or iJimofuKr^d digital m ^ttrns, the atidiLng o;*ts t r\ a n*-. ■> \ ide: a the exploration <-■! 
niatkehni, v-.nd ad\crti?ing strategies, and the ;i;-sp-cntcnt^tiop of tr.aHj-lcx el majkeun^ 
;-eberne.s w a\ch pa\ eomnrastons 10 .ucivuiuute wriose copy.ny and disnibimen efforts 
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KH>0" , ,s xnd' 'ic,.; te< \>>uon,, * -,ccoJ-» ,% .o.p^uiv^ o\^: 

'- ^rc , \rc;.v"i.-uUici_tDx^c\H3l\lc.p„^u!Uv; ulo.^\kch oeSKraek>?ig ulgemiinis and 

<. ! K\VI. V^uvU^v(v ^, v^i'J vV, I * v „ 

embedded,, 

Si ^Haia OF nn iMT>TfO> 

jOOiOi 51 HiC present invention discloses a unmoor of suitable self-tracking 

ulgoi ithms and technologies by whkh one might determine ot a product's "chain of 
copying," '1n!f\igs/\ or "pedigree" vvithm and between pr-jeessing devices and 
.miormation networks, 

100 1 11 ?; Ai implied b> ihe terms "lineage" and ''pedigree". She reproduction arse 

distribution of 5>or,>v;j.re m information networks is similar to the reproduction and spiead 
oi'oTgsnjwn*. ra nature "Computer writes"* are so-called precisely because id this 
snmlarnv. The prtsent invention exploits and extends this shnilan5\ As will be disclosed 
below, it selves the problem of hacking, allocs digital products to more fully evplod -he 
"darwinian * potential of the mformatiori marketplace, and ha^ other applications. To Say 
ihc groundwork, .sorne basse concepts of biological systems \u;I now be revitwed. 
[00! 2} ^ j At a certain levd of abstraction, biological reproduction is digital 

tOp>ii;L" the genetic code is in fact a digital ssstem. and gene pools, species, and 
ecosystems aie m tact highly -evolved networks which suppost the copy-rig ai d sptead ot 
these cade.-. In bd-logval parlance, the '"genome'" is the encoding of a single oigamsnf s 
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complete genetic makeup. Although genome sizes vary widely from one species to the 
; \ ioi , -i i<- \ !v ,ors\*,!' v * i t i iMf/ oevi^i. lr 0 e\. h r efri , j^;_ 
->>ecsi i " . nn, iN,'^ oM<i.i *i< i -:;u . * ie v 'id iv^oriipf^tv'fUwtw 
< !, e ofi^^ ,vr oo ipio o j.no u . se<aj«l x icp^oduci ^ > ~t> c "rr *,ac ^ i o 
^stu <. ( iiJo i / t t e\ a\i ,ib ig * pn> ii tr m j ^eno^e * s r »\ ^ p icwe 1 n, she 
^^^.i; fCx «*'*r*< pyug CiO-S k^i"^, a^tjm^ nlvt")0\ 
ipe 0i> + t. W o t ! oi, pi^,(,- omt is ht, .to.c h^ v ie ^vt a- use. Hs 
jioie j "ml i a> l^t v !a to Ti i -pr if s c trore s, Vc <„.\c \ a 
_i i^a. o.it v ia v ml a^ Tv V Mdu« j o i c it lie ,re porosis voj \> . 
v.s.t.t.p^ o, It r n rv if nrtsit* 0- re< o-nl>n o lor <nu r<. .v a uat 11 i 
i ! Jl31 ' .he ..o/vi. of ! avK j & i 1 pi oca.* .m^oi' uoa-a,<. 

r ^ c"so i ^o ( : a ac' if >t"ji ot to, ibvitnv.'it'lepu' i h, >o t« ;ic 

h v *n< t '» < « "e <. .>ni' i t al eaJ* i. t , nj><. >^ f i f J c \^is kr v ek r o r 
io.nij^ a 1 >" ^ ^ li> j h o (tm 1 <ivij R iti ~ w'-ato v" u^Cv ^p^aso. is 
>. s u Lv ' u\<.ieo i^thf ^ i . , e ^ oA" <- v -o* <\ a~\ l(< uc , 1 1 . c. n \tu k be 
<.»«.- ju'.sK ito ait, i o . a c.sclc^uOi hv T v. 

H\ > ; ) > o jj tcii^or ^ d.u \ matron ^lav*- ^jv 1 'I olcn< ^otuVn 

>n Lia ^lc*ioi rt era .t pros. ^ «• u.itso t v r or" i r^n Vvjkh,^ 
*i t i i lLt-u to 1 isp, ilv^f 1 % i Ull v s! 1 i^U^*^^ " oL>v,< i IJ 

■?i>i| ,, k a . \uuU>.uoa. l ve^^c p A( .>ji * s w..creu k'i uav* s «.> i o* sck^toc 
X5 et \ , mis -vIjL u'i > auap'ft- o^c\Hi >5 c> f -- et es c S » \n 

i -^cess^" c*' 1 <i 1 . j jj ^iectio.i oct^ et'vi s^kr ,10^ ar re^a-ir^K 
important ares of research in theoretical and applied computer science. The relevant 
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ti:sCiphiieji aie known ai "Artnici.ii L^V. ''Bvokit^ijary Prograusnninr. "Genetic 
AbnnthnV", "Gcieral Fvoiunon Theoi}"\ etc 

■00151 hH^t Through the -Tody of the genetic sequences m individual genon e. 
biologists have determined thai random variation occurs each time reproduction oceuio. 
and that Uiese sanation;? propagate and accumulate though oucccj-sise generations. Sv 
> omparln^ the sequences n out individual wuh sequencer; found in other individual-, d is 
possible to deduct and reconstruct me historical sequence of eopyuui errors sviuch 
derived those sequencer from a conns -on ancestor The; procedures *nvolved arc arnpl> 
doc amemed and widely empltned in the scseutiuV literature, so v\r will only summarize 
some basic heuristics here. 

|(HHM H^sP 5 The decree of similarity between two individuals can r-f used a.- an 
mde\ of the munbei of copying esenis which intervene between their* for example, imce 
only one eopymy event intervenes between parent and offspring, there ssd; be relatively 
bttle variation between, theirs, whereas foe genomes t.-f more distant relatives read to be 
iesj; zinnia', because man} cops- in g events intervene between them. "With mrher 
assumptions about ntutat -on rate one can estimate the \ recuse number of copvmi; even's 
inters enmg between two individuals based upon use tne degree of genetic dissimilarity 
between ihcin. 

1 001 "j tOiH v> \iorv-o\cr. because genes can be distinguished by their position *.vithui 
a genome, nnalys; - of the spu:ilk pa.nt.rus of information shared by two indisuiuoH 
pros ides further {.Uses io the ancestry, oi eooymg iiisSory, of those paitem.s. When an 
unusual (or less than nnw ersai) genon,' oonueret shows up in two individuals in the wine 
genomic location, it -s probable thai those individuals share a common ancestor and that 
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11 t^itc o ooic it vietu' \r o, It^wioo :hc<. % rh - *.cesv ^ i be 

* * ".it J v, n ^rrohv, ij< n\ ii^t^iat o. «.i b vct c^e oi toi\ jvJ 
.jJ ud 3a, iiv "L oug* ol icr ooe^s, t is po-.s Ke ^ eoi.s* ik* \v .o a * ■ - u ^ e i 
j.\obab« t\ is. s^tor.ol sequence o t^pv as. eiron v\ ! i u» r v" -1 .\ co; no w ee\ 
{ \lu c.rNH^l vun , Hti.i i ilb s j*. i n e-- T^e net f ir> ia re „eea^ 
mus oe reconstructed. 

t f^l 4 ^° ar ! 1 aj \% P \o'.>j^ aru o i^e^i o *-v ^ i knn , tt .tquq.i 

pv. vi'edt o lu so 1 ^ civ. eJ dDO\ l ard iiu> ov o'Lu tedr <.„ .a ^ i h s s r ar h *s v <; t 
v "nd T atno^a* v.s ti^pt^ ib't v rn.o.» e< vo.o^tal ptd ; n >\^ d: a b jb 
t tiftv\ t»f v u <.e j <-td o ^o~> f *i~itcJ ! ii| ,t3 o + po 's. i^^ors >!e ttab no. <_s 1 >-\ 
o^ o' toea^ -> _eno -ie 'Vi < 1 i< a^s ^ rs*aU ^ ,t o\ a > + \oi ^ i Lie , ^ oe' t * an- 

. -ivsio' k* i. ot v 1 < r tK 1 1 pulpites 

o *■ V* oa^ *' ' >v ^iok l, l<>1 1 r.jti^ ! i i. bt ^ oroo >*"* N t 

<Jvs o ro < o v m »v'boo^ ^> cta, + hav .ar -v app'u > o a jv sv, c,r 

%h>iA L siv^u,^ pftl^'soH ioir-Mtior j-u 1 1 *o N v$ ( 5 m p or^si^T/nc 
|002 U j ?j Wf oh^c!o-;t savetvv methods of achieving these ends, and disclose 

'^m-ie 1 :ne;!'.ous \v;pcb c'LTiir.att. the need to: icvc^a! o^c-iriplele vSolhvare-instajices 
"il-hi the field .\rotbcr eiabo:al! -n wi 1 LOiipL* tbt, rf.nclozp esr"r mechanism with a 
TiK-eban.sn-i of sec ctu*n ir o~dc" to jucu a5«. tuc inncs^ o;' products to their envirc^nieiii, 
Sbo u^obaiw^ of p'oductb 'u ibeii c«ito:ncis. and ihv ondi^abiaty of these products to 
?U'U ncato's nnalls, a las; ciaboiatit-;. vcnttoij: to use the information 

^afncstrd n onics to r^od^ f \ tie cbaf^cten.stsc * of alrradwdejsea software. 
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Objects of the present invention 
1 0022| MH>244-One object of the present invention is to provide methods for the 
tracking of a product's "chain of copying," "lineage", or "pedigree*'. 
'A>23\ <• ^ 100 re h ^cU* 1 ti e oi;<-> 3 r v^\on » o pro\ tde . no, s o* 
dWeiru 1 x.^plev^o >t ^ ibv, e d no no^c the -ut n 00^1 0 
' < \.2+' ">» -< iv, oe or o< f cp c-en .r^'M > 1 ^ ru ea-erne ",»r r-nr 

ee^een ft \ t <, 1 'w.. 5 j'k 1 >soU ye 1 In^^s 1 1 o. t \ ti N * cic^c To ^.£^1 u\ <. 
;e~tau i^a v* ^ a" ec c.oe I'tor t>ie<Wv 

Gt25 \uot' ti ookc * v i 'he p.escu i"\c v 01* ^ to prm su<- ^rei is *\ 

^t>{ v. 1?, <■ t ?es > a 1 i a it 1 . rc-i* cJ*\ *o i e eivi le- 1 - an J u ^ > w< h r v. ic* 
thev circulate. 

^02o! ^ \ i h „ <-h ett o, tie p e-ei* .rvu noi s \ .i^e he . \or <v 

^ » e w^., - 0 ev „ ponjoo' nr<n 111 -s^, osers e^t a.^ ^ o*o ->u m 11 
uoi erf o , r a c t X 5 Ma - ts 

f <N * , ~' oe:o., A tl vi\,r o"sjc. »i re oilcci/ » it o ^ >.<< roei i' iv oM»tn 
rc^'Lii cLs^oij ~ o* (, no < art' 1 i. a I ic ai d \c> ! u o^ t r j> 0 rp ,+ >c wo^d sU 

m formation commerce. 

Ci>2&' n * Otas < h ec s a*^ app ^ iU^ v o v* a j / or w hOvO v 

-*rpai i r or~ *be ^"C *~ ic> .d . ,ui> ojwI .s^Joh^ 
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jlHi2 u l i .0 . . ahou & y J .'^aio ot j method hx u*.) n-e ^ 1 - ,av iif a^e. 

osxau i o PtbCEtri'io* ok t (if in% i > no^ 

si»'i>?f Appeisdaion-* . ! ^ ! , <H s tf I "<v>^irvu 

[0030j pars? fig. i. Shows a "mint copy " of a solhvare-mstunco such as a computer 
pKK/rum or document as imholly produced by the software miumfaclurer. The digital 
product is subdivided into two portions. The "Stable Pinion" oi the program contai-is tre 
bsghh specific hi^irueliorss or data which c ause the computing device to function as 
dcs;rcd b> programmer and customer. The "Variable Portion" ot the program contains a 
pattern which cast change without significantly aiTeolina the product's basic functioning. 
In the aunt copy, the bits? in the Variable Portion mc-y be ore-set to a known pattens se.i*., 
all is). 

;00JH {te^4\ Under certain circumstances of interest the pattern m the Yariabk 
Portii.-ii is made to change 07 "malate" in the ueto. In one preferred embodiment, one 

, xi u Jul, otarw. s Jie " , nd ar„ l' ^o'apod ft u h ar\ c eaaies ii d 

rh<it\\ K v -\ op e .-^ Lcee- ll .cci^ ta s s appav t ^o s t sio j o K e ici k-s ood 
iou j \ ei ha* sic s-or"c\ p-oduct an oe v m i > oni\ o k t ^ <j 1 m\ o' t eavsunst n\ 
1 Sv n jt t H ot c>>. xO \. h t arcti *'ie mesej ■iw.Aoi, <>i i ctuV->^\ov«! ei 
^ t it t v rtou< i k fo v-oam^cia le^e^n pa poiCs t 'U s sUuio' oi^.ir; 
junau r, rsu"cs (i cor u vicv.n "ivvc.'w.sti esd.s^v^ esa]>toMe 
sto». -.e ,nd e r it lx es ~. \ e~~,c- e ew^t .rfon.^'Kn \ -> Pod o,* 1 - t C\C^ <U % v 
p'o- o,^ o, ui^Ld J> t ur cr' <. xl Ml m< t*ji\,s h„;!cV Li » m M ma* ou can be t ^d io 
commerce, research, etc. 
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' « ! 1 lit t t p wit ^ ! o 1 i-'lu i < ! \ A i Portion should 

be 'Idiosyncratic", i.e., the change undergone by two identical software-instances should 
tend to be distinguisbabiy different, such that the two instances, and their descendants 
through copying, are distinguishable, k is also important that in the history of a lineage, 
t c v i. e arises ^o 'd i^rup S 5k m 5 t-r ci it v<i i o 'h -.e Lv rvsroixC-s 

eniLtr, yr.c^cr vtLortv^ "^osi icqn, 1 io~iK i. 1 ^e *ch,ev«M r ni<Axi\ 
», -or v ^ wL\" v s Mo oc x V-ed otlow 

uS^j' * Oi,<. m. >. s v a~ v vAi ^ cop os u j} / i '<h s -o^d > t c.osyiii c\e 

irio.n t it .on 7^ aot "e cat <.d .rc "Ap->o"dod s.o \ i\Luee e t h tinit ^ orotx h " s 
pjicvsod, ap^ck t. .10 \ «j ckeP<Me<> i eiornu un ,\ 5 ^ t >t v im u (.oatev, t<-u 
\v. lo ) et€*r*jrx t ic ohos i o" cop^nt, t ii t\«r v. i c t a noe ^ h< d ~\iv-jd e%e 
c<«f ^ Os t (. Cxud s. foil he 'e.d and v e d V\c x.^j^v' o ^< ors co h * <■ *\ J o 
tvirra'dLv e > s* <• i p„ii it, J ,o tl <. p ^d. ct 1 v a c *> v b _xns >\\,* *i>t App-m.,^ f- ibsors 
VxCrsx! i, I , ootont A\ «,ori ee^tsal v. j-ton a r ! om\d ^ v d^a r^elxne^ ]x t . v 
^ncL o* xv"»nsjv. ir s '2) .he o-u t a*.* vw lu ooor sre^ s j>i ^ \ is** mo-t ^d 
i o! * ^torm f Ox \\ « aooeneed to x cop cs vo i'G nee.x to b< let ,t,\~G .uvr isc 

fieiG lor anaivsts. 

"4 it! d I . Ix ix -C J bi ti. v ! I i v. { t U ' \u + o 

,d,.;5 ' ^Ox.^x^e Ox W tOxiip ii>e 1 oi one r.i^o.t ^ OxUx^rg i 

1 1 t,ixtv 4 0 s r ^i ')•> .t i Ov ! d M Cxi S 'f^fOU* i.Mx stOf, js. x^v.< v , K.'^^tt .UUS.'K 

op *-a$ ) ^nos(.-i^ )^ hu-nai f'e-» grers i<i 1 1 ""j^x-e . ^e , '^d' <t of c nJ ^i. k -rvptitrv 
device in non-arbitrary ways to produce desired effects. For example, a particular 
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qua co l' 1 codes can iv-i a ^uuv: purpose ci^sr-ira ji;to cJoJator v /\(.;ua.:L roots, 
vicreas arotkci ^vu-ncc m codes can :nako a < D p;a\a TprMi.oe the so nd* of a 
*ynphois> Thus, ine svqt. ences ; n ryp;cal dn'Uai products are bighl> n^n-i'-oacofu, .rid tha 
o.evv.ti= w'.ab c--p> thost ^eqivrccs art o'csignoc to co so n:th .raxtml lldehiy 

xOViur *■ n not t i u Jx' ! f i « .^vfT\e,\iin 'in,vni, c otLio ouv f c oi 
r o 5 »\ib c sa,uej. cs o rata \t a so^ see p v o li t* + o v ^ c tro^i c .-too" - e „ 

a^ado^ v di x i ^ <i i j v ape u> ax. at go \> 5,\>-v, n xla , rs >„ p*vso sol. jo 
Vnalx\x von os t ir i ^owslcs an o^nn>c >f opo o £ v ? a? * t^is i en^p* c^e ,i ;e 
realized. 

is CAk '° K m- u-«ed tx iboun icni " r> Cs upo i the A*3pe* . ed i rv 

od o-* a1 v>{ ppen 1 a -j^ton to I v ok o iJ a-* at; < -iko o. «.\ &-c >l ^ ;< c 
i luisMXxat v. tonov. *.i«o ttwn i., ^ aoi.it'wb iai MxU ttJ u omch< so LFxL * 
toe v'c- a s PxW, n o Dispu^ ?g j>cn .no 1 r n, u p» one^ - ca -nj vtto" 

e ^ j x i \ r iboux-nont a\ (A > >n>t to oc ajyt. xc" a ss iJuA \ a^sit. <.£ ?\ 
iv { u,t a" Von a, .\\cr d!\ Irarwi^cf K<.k o * ! <. -o*0x < '"e-o-^U "»> l 

'.'i ^jt ixe Txis^ o'-c df >! otuarc o I'd^MK^.t > aax^iJ d . v\. t se 
nine. 

>1 x 5 ^ I ot a- ar^o o i-l a an w rx'A<J I o - io t to 

o 1 1 V t \an >lc ■> >tuu ukw m n-e o n bt, ^\io vi det to S \ at Mo 1 o t oo < : 
the v - c^vh ino. r-x a on ' xs t\ssol ti ( ; N ■> h i > °-o> de 1 o^stor ^o-^ 
itfCOi Si i t o ^ U - tOx 1 i *>!H- bt t -Sxxa^oo 1 *!!< x tno n> v it on ~ a -> k a N ooo d it *Tx. n\ 
djlic'x,r" Vvx.\s ,uKi * 1 oi'ix^c v.^ -s r'xiix t - o oo s orc^ b 
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[S?03*f| ^ s \\\ of the appendauor based ernodaneit:;- re^cnbed a?e .snnera-i- 10 

the Aprs; ndui H^.toiy Method deser Hxl cartel c that custorie r usfenToattor iieee not by 
mco—xnated m!o the file.-, beiruj copied anci redistributed passed on. v. fJi the here! Js that 
oiiStoitic: s^uorft >al; on %\ ill not be exposed to the sc ~:trjv of stratgers, and that trie e:ov.t.i 
o; the VaKaMe PotUoi: w,h g^ov\ reae t rroie -slow 'v vuth each a^ne-uuttiOo 
iii03*t! ^*4"»t > : urthenno:e. u the contents of the Variable Portion aio ronhnely 
irantarired t<> the Central Password Lbspc \s n$ systerr dunne purchasing events ether 
'n the fsrgcrpitn 01 as additional data are transnr.U-.d. then it will be possible use the 
Ccrtfal Database to irandate the meaningless string of appended 'TouiatiO'vC mto as: 
nromiutton T-.eh uect-eive oi Vastosnei -assoraUed patehasnig events, again without 
requ-rm^ that the customer information He p'. teed in the VanabV Portion ;LseK 
soa^f \p example based upon one of the afore: Knt-oned embodmcnts wj; 

demonstrate the p~neiples nivoived in many of the embodiments loot de^eii'*ed. Cormier 
the ease ir which niutaOens ate assignee and transmitted at purchase-time iron-; the 
Certrai System m such a v.a> as to p-xvtut rqiuitjon, and that those initiations can r>e 
expressed or tytiec tst as ordinal j^bCU characters A Variable Pottion ret: toed ftom trie 
he!..! might h>o'- hke this - AHCB and might under ane simple coding sr-tKnte be 
.nktp-Ued us :bdo v \ s the pin-chase e\ cnt w htch sau e use to ibis sot'tw atc-ristanee s,- the 
second pi,~<1 asr of 3 e^-py of the s -Uwiire -instance known as AHC AhC is the tirrd 
descendant or solvate instance AH, ranch was the f rt:i descendant ot the rain: <.o:n, 
variance A. Ihe Central Patauase would allow «n:e to L<o\ tip each so ft -instance and 
associate ■: with the cus^mei iniormatsors aeqmred at t<te purchase e\ent which seated 
that software-instance. Many other coding schemes and scenarios can be envisioned 
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M.ii^ vmv!, 5 x v a atn r= or s^ch r^ro^, <\fd adehK n^ ensbodmicatN oi ' pioscr: 
»n>c*\K>.) ^ v n case, 0\ ?,vl^\ *< \ jynbei rl oonSxatc-: ^a ice^ M'Ceoa^ 
:c*cnt "\ t ic ",Te-n>st2\(.e<- v\ isch ! ad ht o*" d'os-r^inatee n posits net. .ros" 
^cot^n ]> _nd ;,vk 'it'n.x^e o «ra<oi e< vst&scc: losponsi )bj :oi "L ; ^ c^t^ 

f#044f Data Retrieval 

1 5)04 II --''Un' \raly?-;s oi ampka gen- -mea is a ue. ev; iry part o f rhv stt ns ust 
described, aud nany sanspimg mt^bods can be em .oiooee bbn\c\e~.. the reisvvj! of 
sotosau instances from She tick! couki be both awkward and ss-r'Tie cut Wotkii,: with 
niolo^-vai material. Held b o^gssts. ecoL:^ aLs «usd socud aaenb.sis typically go <u-t into 
;ke lleld, < <30is:re and htoas^ay representee sarnies. ar*p : > stahs'sca] and snmpirasi 
njcthocologies *o die data obta ncd, <ciJ csiniab. population charade: irincs, -,.te b js often 
a:i aieaoas procc a b ike "nr^rnidt.on ecosystems" addicted by die rrervi-t invention it 
wjH often he m ich easier to retrieve, assav and analyze * satiipies, and the ;eani^ rv:.v 
iKT.etb<. .esc <\*?d considerable bgiit on d,e phenomena of hkdogv ai>d oamnb sdeetson 
rurtUtnneid 'be aiibly to acdiess tsiiiek-d inquiries to Ibsen-' of pameube u-.lerta! eoak 
;<i. ibtaSt resean b c^ns*ido:.\hly 

s > I Furthermore, as cbsch >sed aere-, rttneva! of Vanahl. - Portion can bo 

an intcgittl and uno^tiuieve part of dv jutoria:.-d ptncbamig process Note that '-nsy the 
\'a r iab!e =ViUon o^he ycaoioe muot be anabzed, and xb:s will tvpxabv r».' a str.alj 
fraction of i-sj entire product Note abo tb*..- aiu-.rautod pcrcha..nng rioct-os oileii 
rtqu^Cs I'le.t the pav^\ou! ds>pe rising ?>s?e-o dobvt'r :iie cu^tt^fcr'''-' pa^sv.oid on ! v ut-^f 
ioct'ipi o°ccra,n isi^rrjatjon fion, the c^tosner t g . crcdu care information, pci^o-irai 
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informal.- ■:;„ a Product Na.nher, a rurrber whici encodes ihe ..uhte\i m v-rreh 'hat 
product i-- to be arlocked e:u I 'non i_ce pt of tins information, ue oas w ord \ ending 
^tem (m a tvoic J eira)f\i;njt,nt) Ptoses J lie sefon > inon, de1 w s the t usforu-i's credit 
. atO.. and tiitu generics and trais^ \£ts the pa^svv- >rd back to the custom.! Man\ knu^ of 
eon,nr>e-iieabon ebannds -vn he used to hrsb ~he customer with the p^aswo^d venemg 
ostein for dus transaction (c g , touch tone teV-phone, electivme mail world wnk web 
browser), and many of then- cuuhi simultaneously transmit the Variable Pomon ^fibe 
jotfvvare instance being nurebascd at ihe same with httle added doU\ In drs way, the 
vending a>s-ern could collect aM of the information needed lor the lineage analysis and 
associate it wnh customer information which w\nf\i facditaie conviiiis^jon-paynieiitj. 
cerreiatne .-.irial}s^ of ihe Lneage data, etc. The data for subsequent analyse would tnus 
accumuhut convene utiy h; a central database. 

100-}3| Hus-f;i T n 3 s^ou, thii &>stem wonlc alio* sophistic ateci "eeologica'" anc 
'"genetic" auehsss of the reproduction and sale of a dig it J pnxket in Us niatket nLho. 
and coukl cto so without sion.ng a huge oi exosncaacdng amount of space u\ m ihe 
products itself The P>steni would provjdt valuable information to the veudois of the 
products, and cou.d be a u?cfed research tool ,n Us own right for seienb'k studies of 
"uetwoik ecosvsteins" said lei a broadei h tenet of udbnriatioii ei oiogy. 
,0044! ;^us| ]f uc j; > ms example oi wav sn which the tern might be n^ed. It 
might well be advantageous to offe: pa chasers a commission on sales deihed trom their 
r-wr. purebased copy of a gh en product. fh'o v»oukl encourage csxrs to parchase the 
product, pa^s it to other potential purchasers, post <t. publicize u, and recommend 11 on 
bulletin board systems where it is likely to be discovered or downloaded, and so on. It 

14 
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would also provide a way of offering existing purchasers a discount when they buy 
second or third copies for use on additional computers. The present system, without 
modification, already collates all of the information which would be needed to implement 
this scheme. When Customer A purchases a copy, his name, address etc is collected along 
with the Variable Portion data which individuates his particular purchased copy. If 
subsequent purchases involve new genomes which differ from Customer A's genomes by 
only one bit, they will be recognizable as first-order derivatives of Customer A's copy: if 
a new genome is registered which differs by two bits, it wjj] be recognizable as a second 
order derivative, and so on. Commissions conld thus be paid to successful redistributors 
on > eg 1 14 l oasis, and under a variety of terms and conditions which might be specified 
^ t i- 3iomo v ional language embedded in the product itself. (Ambiguities, if the 
roLi urti.mn allows the?n io arise, not be fatal, and might even add a lottery-like 

(."pea n he enterprise, if accidental -'namesakes"* were allowed to share in each others 
I'ioiJti. ^ v ,tem hie tins would not only create a spontaneous cadre of ad hoe sales 
, fs r w jj enable help \ endors discover new markets and marketing strategies by 
ie e*- it j*si<> successful agents, 

t ;>< <ms.u Independent of our co-pending invention., we also disclose that in 

i. hro tk >\ ■*> tworkoil environments such as the internet, there are alternative means by 
^ n^ ' * p Ms-ble for software-instances ir> tran-m-it their Variable Portions and/or othe- 
! o, i 'toij teh as physical location, condition 4 ; of use. etc. to trie Central Database. 

oe r u 'v'vt net>Aorkira: protocols >i is routine for a program rannmg on one computer 
u t ^vn v ^formation to a Central Host located \ irtuaily anywhere in the w.-rd h i^ 
t,^ ai\ routine for a program to report the computet . lile .-y-tcm and filename 
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("footprint'''), horn, which it is running, the function? it is executing, etc.. To maximize (he 
value of this information it is desirable that each software-instance be distinguishable 
iron' other software-instances. Under the present invention, all software-instances derived 
from a particular "parent" have the same "genome"' or identity. Fiuiherrnore it. is wilt be 
disclosed uj the next paragraph diat the present invention enables even ":nbbug" 
software-instances to be distinguishable from each other. Therefore it will he possible for 
each soitware-insta-ue to have a unique identity and to report that identity as well as its 
footprint at the moment of the report to the Centra! Database under a % ariety of 
circumstances, thus providing vast amounts of information to the researches. 

' * ^ c n ct ,od by which "siblings" can be made disUngatshable from 

v cl Ov-^er «. idc a * auxdtiin' data region in tlu* Variable Portion which docs not 

i * £ * irtCti f 1 < nu , Wauees heretofore described. The values in this data ranee must 
xn.de. 1 u\ eh t no. e -o thai they differentiate siblings, and must he relauv ely stable 
r v hat J t -<> cvsare ~\ e can have a stable identity. One v>a> to achieve this for 
t-\tt i . bi "o^a^s ^ iollows Vi'henever a new genotype arises {e.g., xshen & nov> 
eMtat o.isav >d-a vo t v. primary Variable Portion) the Auxiliary R^jon ts cleared, or 
so to _ u 1 ^ah^ Wl c'.uu" d program starts up. if checks to sac if if h.as a non-null 
value in us Auxiliary Region, and if n dues not, it gives itself a random, pseudorandom, 
or otherwise idiosyncratic value. I he effect of this method will he f m each software- 
instance to pve meif an idiosyncratic "name" on the first occasion in which it runs. The 
name will retained until the software-instance undergoes another mutation, at which point 
it, and any clones which are created from it will again give thcmscA es unique names?. 
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tv~*7 T T \V ums i. tsck* t >\ iVm Derossb uJ\^,k > s *h iv< oiked 

vtwo rc^t-v in 1 * ;Mh scfrv a,v i'^j^oc v ^n."' «-d* vro a t< t'v Ce + ral 
_\\<dVii> iCrxut n . i .her ^lo, ^ a, co it'^ u o-act\! os 

rj(\i^ < " v " j o-i„ sk I^l . l LV j-i, . I e^e^ize rvt ,j A ,i - ,re.-> \K *.c^ tu 
*ro ^ Ji'io 3endn; c ui c ( lo^cre ear: be usee iv . >. rtv v ti e ^arv vre"b \v L, rcr e\cc 'tab e, 
J ru^ Jvi \ Hi Ei c\ so <«• / " <*s <■ v . tar t fotor .->: w i,t h t c :rc toon rg ^nu 
implements the dynamic *.ctn t e^ de-^nbej -mf J opci* .es i.ron ^ r! lero, s J os t ve 
status not ofits ov, n Varia^k, m\C \jv 1 ar\ Porous tvt *Lo->e of r e oo rent >„„rg 
studied, livu^. the sc< r>c of t us 1 i\c ^oj goes * be >oo.a t) c . I', en-o, r 
used a- 1 examples. 

■ 00491 j it should also be uud-.-rsti > Ivt <re V " ■* < c ^or o ) oi a \ ^ < 5 s v t ioe^ 

not iiueesf-yrity be physically distinct fxons o 1 e b - u.vVii j co v aj e u-> o r e o vhu v 
A record of uuiiat-on events might ako be iten v 'j ^)eo v\ V \h > d t « oo d> n *\c 
produei Steganographic techniques, for ex. ^ \e ee * d >e ^e * s oto t t i< t re 
\ r anahle Portion w -tliia images c-r other dat i ^bvK a ^ In- ht -ir sen. n% e ^ - 
concerned v. ith the ecnerai niethodology o t >dd ng t« i 'o " v<bics ,u ^ ai mm i. . ^ i a 
piodnct so as to reudtr tb.ost- p^oduct^ anse^blo *o ux^uc <? \i \he -s \ x 

and ttLhuoU^-es e.snniiy associated with bsologV- 

(*.i\s>f ^ , u , : Jn a j, itx^r^s e'.scloi, nj ,n tne next paragraph, non-appendation- 
based embodiments can alternatively be used to create, accrue and collate lineage 
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mfotrnat'ou ~i kt\>c netki-ds dc \ot be^i the bun km of a Van^e Ponmn v-hch groxss 
(■pcn-cnJeJ*\ Rciibc^, the s^sitm created is more ii^e that oigan;^p-i witli fixed ss?e 
genome I hide: Ll ^ ^Wnie, as m bioksgv r s e inicenet^ une ejiru make .ev nv-re 
rm-b<tbmsLc th:m deie:mm;mc. As m bmioL?) also, me dynamo of random \ art at i-n ard 
natuial sekcfmn m ibis srbcinc £i\es rise to & sa;iet> <'f „>ejt m^Va'dy inlerejtme, arxi 
cimsuTctaiK useful phenomena 

1005 \ j iM5^ t Wiser* mmaLons- are desired, a random or idi> >s perineal K ek>sen bit 
in the Vj,j;aHe Portion is set 10 its- opposite state {0 to k 01 ^ to 0). As a icsif t copies t<i 
this partteaLu pioyanwops ate identifiable by thepartseu ai pattern vfmch results. If out 
ot these -..omos ki made to ruiLite on a further occio^m Clothe- lersdomK seleesed oil m 
me Vanabk Poittor v*P' r>e flipped, and the descendant.- u> thai "Unease" h. 
ideMKubk b\ ist particular mquet-co of bits prom cod by most, two random events 
1 005- 1 " D hrases- surfs as '"random or idms\r.entie" ehoald b is clarified As used 

ill biology and m many conmuter irr>t>k-ra> Ma'ions at "raridom number initiators'' tin 
term does not ueeev;anly refer m ger-.iir.elv non d<rtermmi$lic e-. ents. Random number 
^eir-ratem for rmiplc, etui generate pseudorandom naiibcr 0 by wav of ck term uustic 
\' K yr ibny: m essentmlly tmoi~fme harJxMae Tht mpori.mt potit is fias "random 
niutaimns' re bi Josp, "'m-aiom uumbtoT m tompuier^ ard "random crrots" m the 
itescnt m\ erm<n ?re idiocy; xi at. c ana unpredictable in tht, e<->jm>y L of data structures 
V \\hieh t:v.\ m. ntioducai {genome, nanhe T ^marm ot Van able Portmui It; the 
context of the pmjem disclosure, i: *s inponrmi orfy mat v/her* two id<mne:d programs 
are "nutated tbe particular hit or bit? cho^eu oi tkppan; w il asua'ly di 'Tor 
Randomness, pseudo- or otlierwi.se, is only one way of achieving this end. Another way, 
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.s,r~, be ttt notes o^ju tt- f .>uO'fv m<t to. ^ L v o \ tho 

su cot^"utn as , > wu j<* o T st e Urj. C . m to .1 ppcJ f o~ vi^arge . I 
av >ahe^s Vixhe ^ > vxXiV -u i ^sc'htCcit. D< t * u-t dev jus wiii . ,) 1 4 o 
r u\ ~\. <-<.vi v s^aLs^ a a town i i e.l ono. v.~oes, ^ t s o i ,iu lu t cn i^.rie' 
<^5^ ^s^x k'Heserac it\i,e >a>ia \n 01 st 5 ] j^stl r.i, e mi* Kthmx^ nao'e 
A- noiii! a poo ;tp' , i lie beptt\ ir* ^.lr a "gui >r.j~ ^ c l \\j h f'i'ohs^ xi i 

.r.t'Le aaOv^es vCiC.fHHL u Su>loi"> arc bM?*c vc above ^ ^.npaiti t.i_ gwiu t o{ 
ra.A tk'a ro^rrn s < *x :,ia 2rcr\ Me ' t t 5 < vihv* s ee 1 "sUi'c^dc^, r re^e.~ 
T c U>-!ves < c cop of t v o r g iv ! . y diiliioeiei. .7 nt „o,,>v v,»\<i r«ta ^e^ i e u.^in 
" .<o ^ Krat.or- t.if ^ vO 1 o^soi n . * + be t. tops art so or I \% J he 1 i e to 
oemc Ov.vi.siie* - . o^i ^etb^ v>^<b n tper.> eit irion^ no ~:>oe, " je 

< ivr a no j o i\>st ^tJ ^.vv's j . spa t < M vi.iie it m i ">e t v>>\ib o V > v v. i^'cu i^es 
tl -)out 1 1 *er , ~ou.-s 4 *,a k usv 1 i* 1 j h*. r c dM. - aipy.u 

"to'C.Cv-Ji T U T'< < boc'OiO <c< .i\o^ee ! v,ce .e\.cv.cd a >o N t ai.e 

<n v> , < i\ "..cii u <t. tlx U u are o f K,u ^ et i o^ , o- it o\ir> .0,1 at vs. _^ 
10''^ ^° licit, ntrcr.vs t ne>e^vinh oio >c\>i jsK ui.i. "v i^ct. s oito bi* 

*be> oie ^ .tire \ re > ^ it no ct ie cs- ^ Lusti t \eo.K -.our 0 '>! or c c v>i.-. tic 1 1 k 
oaihv J v b 1 a o\ -c - V Of 1 * *1 ) >r.e „n two u.as t r l.t- 1 .s;oa c a 

;artK .a*- u t " b* !t ^o vm fl «s cj It v. v\?e cu.i 01*10 oat f.a c 1 > cm 
x .ddt^ot L 3 ^ne^ otn t ^ S lcl.i \ ^ali t -*o <^r 1 *lo .r , t .0 «\ v, ^ 
v twn tpv >o."narv. w\t, 1 c't 'ie 'n :1 ppir. c co 1 1 re n<.\ , ,ro,rxe e^o v" v. - _as. 
b; Lvt ni. 'art op 1> .ur< >t> «s ^tt a? 1 'poeo h *^ onb I \u ^ boi l *[ - ' ^ < vvc\ci, 
t t 1 v.Hi\uLV^t.oi'L ^ v 'vvt? 1 ^! is <l> r t»v a .vl to tot, -v. lo^owV... 't t, T '"on 
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and substantial resolving power could he achieved with a Variable Portion of only a few 
thousand bytes. Furthermore, by partitioning The Variable Portion Into distinct regions, 
even greater resolving power can be achieved. For example if the space allocated to the 
W.^le 0 "toil's! . ..ascd I or 0 to 2,K>' *'n fUu-o, i ,.ol oiois r 

0 Z* fl x " ">o iit V - 1 e fort.o ' \\o t _' a p.-*' .ored i it,-> *^ok so u> w h 
l cb ,eg on ■ tuv^. n,^ .\ c 'aidoT 1 .rt ^ion per it v vn "he ebaree o* o ie\ j*i.a 
io*- . u r i , ci o a s a x' v , ^ - ooe u Kk> i (A ie r ^ t * ioa-> ot rrc\ cnur., o 
re->o\it g ^ CD ^u, t *^ ^0 L ft to x^a.\v t oe Cei ~> \ ^ s gr gr n< x r 

u v ,t- ' i! J o-n o< m d nh > cor ~n hl. on c v., h to A in ^re i ?^ic 
\C<\5? ^ nu: i: nob.eu t ^ v. \ st i popi. u> i of \ as*a^k I omoi, ^ 
st " vattJ s vi^u' a go* nifis r Uvk re^o'sC -^ac i ,i*rbigv>t\. Oj ds"i^ voite^t se 
wk\ t H, n » v. . f Jiv ,rt jdp ; o *"C" wrc be „oj\ i.tA-.w-.avui.oO 
v. aste f'tis v n\ u , so he c e* 1 v> \cr> b enlv>iOc c are d ,c io*vK>. 
<(V-»Fs t < s o , { b ~. ou , £ ^ \ L ureerstcotx 1 ,u .j e ^v* c r v *t? ^o. no cooip cuy 
xC-aoxO oi^^o \ e* g*\ j i u j v, t at lun ^x'r rer.s p s iu(.r' - a au on \ . 
si^if e\an tie c d * y «t id^v v ei«ou u . id n rro> iro^s oo be ens sioi^^ v, h. t o 
would fall within the scope of the pr esent, invention. 

4 'Vpjjjf^i s,yect x ^TE. 55 ssS-k^-^sv?^'**^-^^ -s^ & i^^i-^^s. VriUlc^al ^ckctiOxK 

b" 51 "* - ^' Nat; -a soiccuon m the most sut'ccssflil algorithm knov. n ibr the 
j~vo-<n> 5 of soin o j v to pje,hlenis Soivc philosophers of science cluaacicn/e the 
'i<^> rtmv 'io,i. .egcno"i ^ rn^-the ddierential rcpiodttction of raijdondy generated 
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successful \anatvus-ane ussett thai u ^ the ouh solution geioraur*: aigvr.fr m dune can 
r>e. Be that as it nuiv. \sc v. ill now cii.*. lose j met! oc b\ vu-teh Lie \ ana-tors embedded in 
the Variable Portion of a product em bo :1m fy'sis h>r 3 natural selection-. ike pioee^ 
wluco can be d^ivted toward « motions to problems v. Inch include, but arc not mmted to. 
the maxjjm/ing <-\i,'es and the tendency to be copied 

|U058i mn.v; I Some of the data m the Variable Porrion of a product can be made to 
encode parameters w hit h affect the utility or attractiveness of thai product. This is a 
standard technique in the branch of computer science known as genetic algorithms and 
evolutionary programming, in the present context, the designer of the product would 
probably want to constrain the executing program's use of those parameters carefully, so 
that mutations could not have unaer enable or fatal effects. But even wsthirs such. 
constraints, there are marry v. ays this might be done. 

j 0059 j ( orssidcr the case of a computer urogram which, if it js operating in 

demo mode, runs for a eertain number of minutes and then requires the user to either 
make a purchase or restart the program. From the Vendor 's point of v;ew„ the optimal 
number of minutes would give the user enough time to evaluate and appreciate the 
program, fun not so much time as to reduce the probability of purchasing It may be 
difficult for the soms arc designers to identify the optimal number of nmuues, and in fact 
the optimal \alne may well depend upon the market in which the pnxiuei is being 
dishihuted. The psesent invention addresses many \udj cases in which it would be 
desirable tor digital products to adapt themselves to iocal circumstances without direct 
intervention by the designer. 
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\{<( aw\ pveu se tV previa ^Lm^ ^tc e coda* s\ toe \ ar.ab e :\\.' ,r u~ 

t^e p.odiu t, oeo.s^"] .ni^tto i- vwl t <*j«~ Jms<. "at^Ove: ^-_a tv s \> va.v, ro't oi.e 
sojvaie in->tai re n> ar.-^hv," x le field B\ definsLoe, a;\i K ♦ he ,tr'it, ot n jtaral 
sc.ts fon soitwv N "taiKes v. ifh p^aexta serums w l uUi are >ro;c '.ond "en t ,' 
eop^ng n a auor c r\ ioe:rert wf. *end : 1 be copve: nitre oUen ara v\ ^ 1 'he-o'o-e tend 

fnoa. <t> !> n.piei'ertee 1 10 ^cld 1 ur, Jimp v h .^owi-'ig so oe f *\ Looe, 
parraurtcs ofnhe pro,taet in the product \- Vat table Portion, a process ve!> nuc ^ i* e 
natural acecnon Y*nl' knd to oeonr wherever m atopic instance:; a progvo Vf o tt> 
proliferate The adant:ve process wid be dnctutt cnl> if the mutat a*" ^\ ?m,o ^ l.^a 
a' to degrade the ndluc^ce of V,cet;\ c Actors, ^jd ^ vaiie*y of oi u* ao->s a*e 
-id; utstrt stents and t rnbeU^kments can readily be leaned fioirs the e^te istvc is* tat* ~c on 
genehc aigontiints aur evoktsonarvpro^atfimi'ig. Bui tlu torego nr pre vault or *.noe o 1 
V, sufficient to demonst: ale thai thai liteiaure has been trade uJev im ire ^ppne^ia hj, 
the ;iuer-ifon here d: c c lo;"ed 

UOft! j 'nn,^\ Tb-.<= ms cation ^' ^ ientnsc JK \aiuahlc because it extends the theory 
and UvhnojOgy ot selection tbeor* tt> the ^eld of so-twaie disrnbtiuon. and "s 
conmjtncad^ \<sk ahle because it pro ' dps a means by which products which thrive on 
eopyire cert -iUtotrsaticaUv ad itst rhenisO es so a:> to piotxote tn.;r > wis icproduclion. It 
sbouM also be roted thai the a; i pheam.U> of the ir scr.non is not n.vr-[ too to products; 
^ iseh are meant to be pu:c?r.used \\ ^ applicable to mtU-wju wl-.o^e puq^ote ! s the 
niesentat.o;" n; ootjt;mrcial tre c ^a^t.s bee au.se the :n ore widely distributed t:u software 
;s, Use moie effect %e :\ \m<\ be foi sunila; i-easons i ;s app scabte non- 
conv.r.ctcial wtbvare \\hcU is s;rs^ply :nere uscfu: wiien it <$ ubi ju.tous. e,g . a "positive 
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<-> 1 )\< v." s ' C, >CC ->\ \ t'\0 \ O.Yt' US /Oirt 10 P U Ct 1 to s ^dv^S 

aoj it^tv T * t vu"\ tiv fh> w oi\ " iv* tor*" )s )1 ap^Ua^Lv t-iv^.l n\ it 
si/er^oi o 4 U h k :i he St.. po oft .c piew: >r\t si o i 

1^C6„ ! s « a vj^e^r noxit jo'-no 4 v ev, o, a \eido < ^ nroe^t tt^cVet 1 ioi 
Oi <. oase, ro u \ <. f i ! o<" m t d ^c'oseo s 1 oe n osi user* 1 j^ola rs tl t par \ <v ae<- 

vvbt oro* ioto eeoy.ng a ^ -M *n. t * rc v Ihs r<\ oot bt i'k cue lo e<. *nph\ 
.il>ci^. 'KlYp f.ur, *hel -u'nN.;!; t tes hekue 'tqu nrg * c i it *V r^ 1 f.icvsc 
' t iCV. t u!, a o Jt \ a ( < v \ T t" ij>-*t .na\,n: o>* v\i j, b at n rr r /c pi <. r> is' ^ n . it 

n ^uro* -oketson p.otOiS turu> i oa> i oie* cnn\ng. * i>* ' e vi>t>k *-,<>") v> o\ki 
ae A \a« \ w of k aga < st t jj \ cndo - t — ' itt.ro I ho \ a« n. 1 pa,, gf af i ■> \w s K>\\ 
"ja j\ 0' + h„ s n e* 1 * on^ a>c V 'c can h J uyd in „or,w,t 

kY<>o " f f \l sa^ j)l i> o eso « >ohec x aireli^m^, cav ia-, 4 a- o r *oi 

been posred abo\e tot exouamonal reasons only) than the Cuma' Hataba^ w=b be able 
to di-'ccilv :norsiUr purclushsg ev„ms rathtr inan copying t;vi;;itspcf }[o\%e-ver we 
now d\^k »'o (1 { a 4 a ay in v. iucb copying ever: is can be rnonuored d.itroily and { 2 s a v. a\ 
in v.htdt v't'pyiiijr «\ents? can be monitored indircn'y 

\i)ih>4\ 1 1 op) ing t \ eu^ oan bt- r.jor.iiorec directly as fuller ^. and a^ s lloshated 

in MG bio; the m- ■cue: «to:c a t^ee oi Us fooipimi, pbys^al locator, i-r conu ki tn an 
\a v diar> Royiun of the W'-a table Ponion, and le: :t? footprint K- uirpincalls cheeked 
dxnanncaliv each ,sme the progra v. tan.*. I: the iootpinn dctenrauu] v.njpsneaky ■Une^ 
from the footprint stored in the Auxiliary Region and if no purchasing event has also 
occurred, then the program ha? been copied (or moved) from a former location. Record 
that event m a Central Database, in an auxiliary region, etc. and update the stored 
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footprint \ab;e Sach tec iraqnes Cv-r.lJ K idanoiated and !3:j5-\-rionl:u] in a vanety of 
v\d\s all o^ which fall w^nn the scope ui the preterit ir.xeniion 

j^ ; i<^ ! << n~ k < \n\n,L o erfo < an he mor-.toter ii dkect > as fol'ow v Suppose that 
purchasing events pt educe rrunadons. bin eopvhn 5 tvtnts do r.o: ! are'i--*-;-". whom: 
tnembcrs tor.d to n~ornote purchasing rather t.ian cording wiF: tend to he dt op rot her inxA 
wide fewer copies ol an vidivsdij^] w.j- 'he made, Hv those which are mace will tend to 
generate descendant \ an^ts through pure! a^?s Linages v\ h-se rre n&crs tend to 
promoio copying {ru-re tii&u pmdiasmg win thercfoie lend to dl v. ide rather than deep- 
liat is, i:\d.vidudli \w\l tend to ha\e ir.oie s:hdr,cs 1i<m grardehddu:'. f.ius bv 
identifying dncage^ whxli arc wide \ b Jeep, and iie-n e\ Tiring tiK oaram?ter \aiaes 
;issoe;ntee ! with the^e Uneagts, it wvidd be possible to identify paiieutk* \ah:es which 
xorneie pirehani.^ ^ weli as i opy ni. 

lUOftv'd hai w, 'i \ i ) no diose, parame.'eis were 'eennfied the \ eixier wfto w isbed v 
rnaxbnvo sales ccokl i el ease a new version of the piugnnn wnh ;Ked tadier than 
Randon^zab^e £et:>ngs on those parameters whidi maximize privuo'e purchic-es 
Altematntly. an anehsary imi otion d;se'osee in the following paragraph eouic ic 
employed. 

lyo^s t }i: <- n: g t} 10 Murchaotng pi oeess., a sdiaunei oi eomnuricatser is 

established between the i-sei's oiogTarn and thi. % ending system X^ exp'outd oUevvlv-rc 
iv. \hn> in\enno:t, t>e Us.usme-1 is bidirectional Sonst huormahoi. Hows ^xvm customer to 
verdirg system' e.istorv>ej nifornidh-n context nrei nation, ano Van able Port. on 
iiifuTTUat^ir. Irfoinanon a No i vs, ? font vending \ysV*v. ,\> eiis'orncr the na^^'-ni oud 
ootent\diy, ao d:sc 'o t "cd now other itifonnatjon wbicn eouUi he used to n^et 01 
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reprogram the software-instance being purchased. Specifically if the Central System 
identified a software-instance with evolved characteristics known to be at variance with 
the desires of the vendor, it could be used to transmit Vendor-selected values to the 

software-instance, and also transmit a code which would protect values from mutation m 
the future. These settings would then be stably propagated when copies of the program 
were redistributed. The Inform at ion transmitted from the vending system to the software- 
instance could be embedded in the password, or it could be transmitted as a separate piece 
of informatics!. It could be transmitted with or without the active participation of the 
customer "1 juts the invention disclosed is qaui' general, and the embodiments desenbed 
merely illustrate a ;ew ot the ways in which tr.e present disclosures might be used m 
pmf nc'.-. /v< an example, dnd as previously noted, it sbou'd not be mpr ost-d that Ux 
purchase -busvd sampling mvvess js the only out- v.Inc-i <.ouid be used to show vend^s to 
set parameters on men products after mose products liav-j been icleased. Network aware 
applications of tin. so;: which arc n^w comm. -n on the globa. internet can, n seconds, 

.change mf'im s.ion with servers locattd anywhere iu t=rc \\o*ld, and n wouiu thciefore 
be poafiblo for sofrwa'o -usm-irc;- to ges or give : r formation to the Vendor whenever they 
arc cm cuted and not jus* when they are purchase.! the pre^ti.t dise'osuu ^ thus appiy to 
airs' method by which information gathered f-om popuhuions \ai:anl software- 
nifUn-ces siacd t * paramei'-.-rs in a.ready-releu? >d copies of thai software 

" s !Sar sun : kc^r^c&iscn a ^ Net\ e 
I' 0^8 " c "resent r\ t rai i i.. 4 , * v i ot um mi i^tcaa^ii iK.^ 

ocutt uSvoerp^e Cw'u.uilUv !\ noio<r> sljuii,^ "iu ^ f, oiu a 1 • ti g 
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and software engineering to each other. Many variations on. and permutations of the 
disclosures herein can be envisioned, and so the examples, embodiments, and 
specificities above should not be eonsiued as broiling the scope of ihe invention, but. 
merely providing illustration of the presently preferred embodiments of this invention. 
For exampie, the methods disclosed could be applied to copy-instances not usually 
thought of as software such as music CDs or photocopied materials: mutations might be 
desirable under occasions of interest such as software execution as well as the occasions 
of copying and purchasing discussed above; and so on. 

|.0.9.6.9j f«t*7*H-Thus the scope of the invention should be determined by the appended 
claims and their legal equivalents, rather than by the examples given. 
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What is claimed is: 



Intentionally left Blank 



27 



Attorney Docxet JNo.: 48ol/o 

METHOD FOR ADAPTING A SOFTWARE PRODUCT TO AN ENVIRONMENT 



ABSTRACT 

A irethod r or adapting a >;or>w Lire product h; an environment is provided thai 
comprises providing the software product wuh a ikst portion of code including 
motmetions for pCiibrnnng a predetermined nmctiou. At lea^l oie aspect of ptribrmmg 
the predetermined funet-ou is controllable b\ an operating parameter value. T he 
operating parameter \alue. a mutation t.i*s <sud a set of probabilistic mutation criteria are 
stoied in a second pardon of code. The method fiu"h<r comprised, responsive to an 
occurrence of a predeterrmricd event associated with the environment, using trie mutation 
rate and the- probabilistic mutat-on criteria to determine if the operating parameter value 
^hetdd mutate, ami changing the operating pa^rrneUr value in response to a dctevrmriauon 
that the operating perimeter value should mutate. 



